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1. Overall Description:

SA3 thanks RAN2 for the LS R2-169115 on mobility enhancements for NB-IoT UEs. SA3 #86 discussed the RRC connection re-establishment for CP solution and data forwarding of NAS PDUs to avoid the data loss during mobility. 
In SA3#86, SA3 received six solution proposals to secure CIoT solution (S3-170077, S3-170111, S3-170352, S3-170254, S3-170302, S3-170332), without any DRB set up. The proposed 6 solutions in SA3 falls under two groups.
1) NAS based solutions: one group of solutions ( S3-170302, S3-170332) uses NAS context and NAS keys to recover from an RLF. NAS keys are used to derive a token to identify the UE at a target eNB and the target eNB with the help of MME verifies the identity of the UE and retrieve the context from a source eNB. 

2) AS based solutions: A second group of solutions ( S3-170077, S3-170111, S3-170352, S3-170254) uses mechanisms on AS level.

2a) partial AS context based solution: S3-170111 builds a partial AS context and AS keys to secure the transmission from different mobility threats in addition to RLF. AS mobility procedures and recovery/ context retrieval are similar to currently defined procedures. 
2b) AS token based solutions: S3-170077, S3-170352, S3-170254 use AS keys to derive a token to identify the UE at a target eNB, the source eNB verifies the identity of the UE and the target eNB retrieves the context from the source eNB.

All solutions affect different network elements, UE, eNB, MME and S1AP etc differently. SA3 has not yet performed a detailed feasibility and impact analysis at this moment. To support SA3 with an evaluation of all solutions, SA3 would appreciate more knowledge of the use case, protocol and computing capabilities of CIoT UEs. It will help SA3 to move forward and arrive at an appropriate security solution, if RAN2 and RAN3 can answer following questions.
Questions for RAN2:
a) Is the new use case required to be solved using a CP solution and not by 23.401 clause ‘5.3.4B.4 Establishment of S1-U bearer during Data Transport in Control Plane CIoT EPS optimisation’?

b) Can SA3 assume that there are no limitations for CIOT-CP UEs regarding the discussed security solutions? 
Questions for RAN3:
c) Does RAN3 have any protocol flow information on DoNAS mobility that can share with SA3?
2. Actions:

To RAN2, RAN3 groups.

ACTION: 
SA3 kindly asks RAN2 and RAN3 groups to consider the feedback from SA3 and answer the above questions.
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